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Thc Fc&.al Avhtion Adminhtratlon Should Not Isme Final Rcnuhtioos That ignore The 
Connmsional Mandate to Secure Cockpit Doors 

FAA sta f f  ha< stated that an immediately cffcctivc fmal rule Will be issued establishing design standzrds fir 
rcmfit cockpit doors. The rule is the product of an Aviation Rulcmsking Advisory Committee (ARAC I which 
was unduly influcnccd by airiinc: economic considerations. Thest .sandsrds arc dcficicnt and should not be 
adopted without the legally mandated appmval of  the Transportation Security Administration. 

The law no longer allows the FAA Administrator to wUh#erd& adopt akcrift related security reguIations. Thc 
recently enacted Aviation and Tramporbtion Security Act (ATSA) est&Iishes thc Transportation S tcurity 
Adminjstration (TSA) within the Department ofTmsportarion. The Undersecretjry for Tramponation I w t i l y  
has the legal obiigation to dcvclop aviation security policies, simtegies. and plans, including the qxcific 
responsibility to prescribe ‘‘regulations to protect passcngcrs and pwperty on an aircraft operatinli: in air 
transportation or intrasl;urtr: air tmnsportation against m act o f  criminal violcncc or aircraft piracy.’’ kction 
44903 (b), asmended. Departmcnt offranspomhn regulations have likewise been mcndcd to makc I ir: TSA 
responsibk for ‘‘marug~ng and carrying out program and regulatory activities. includhg admmhcring 12 ws md 
promwlgatiws and enforcing securizy-rdcrh?d rcgukr~ions.” 49 CPR 5 1.4(n)(3). 
The design standards embodied in thc FAA draft final mle were largely f tm” tcd  whcn thc dcfincd Ihr itat was 
the risk of an irak or mcntally unbalanced passenger lunging into tlrc cockpit door. Despite the c bvious 
implications ofthe events of Scptcmbcr I 1, AMC’s s-4 goal remained one o f  mcrcly strengfhcning lwckpit 
door resistance to meet threats posed by htrtorica1 brcuk-ins, i n J d  of developing recommendations 
responding to thc ncw lcgd mandate to prevent cockpit doors f m  being forccd open. (The relevant lportion 
of ARAC December 4,2001 slide presentation is attachcd, Now for cxampk that the FAA’s own documcnts 
indicate which thrcats will not bc deterred, including i quertibn about ncsistancc to a hunting knifi5). The 
hmdards chosen were arbitmy sincc no thrcat analysis w a ~  pdormed to support the standards ind the 
rcguratory design pwimetars are fir below what calculations and tcsting have indicated are nece!.wy 10 
cffcctively deter terrorist acts 

0 Tbc proposed reguhtion b b d  OCI %cr- rcsi3tancen It is not designed to preveni: entry. 
This means thc p r o p e d  door structure need not be strong enough to withstand tbe fiorce of 
being rammed with meal or beverage carts or otbcr objcca available ia the passenger c r b k  

0 A terrorist can gain entry to the cockpit by firing a gun into tbe unprotected bulkhead 0111 citbcr 
side o f  tbc door or by meam of mechanical sabobge or a small explosive charge. T Ih  would 
trigger a rapid decompresion event that will blow away panels of the door or even the do0 r itsdf. 

The propsed str~drrds permit thc doors to bc corstructed with brUistic materials that will 
delaminate witb multiple gunshot rounds wmd lac structurnl intqrity. If then impacted by 
sufficient force, terrorists mald p i n  access to tho cockpit. This meams that the doors will bc 
incffectivc agalmst cxlsting or mew techaobgy weapons tbat pms undetected through sweeniag 
device or can be hidden in thc aircraft The GRAC recommended rate inexplicably abius tats 
to be performed with two separate sumplcs, wbcn tbc rcrl world threat b that a door can bc 
f o r d  open following multiple gunshots in an arca that L structumlly vulnerable. 

Advocates of the AlUC recommendations do not disputc thc sccnarjOs by which terrorists could gaiir access 
to the controls ofthe aircraft. Thcy have suggested that food and beverage carts could bc bannod, but rhllt is not 
part of the draft rule. Credible threat scenarios am dismissed on thc dubious assumption that other liccurity 
procedures will compldcIy climimc thc risk that a frearm can be brought aboard or sccrctcd in rhe akcraft 
cabin. Another common rationalization is that pursuit of ‘‘perfixtion” is futile since no secur4@ standan I can be 
totdy cffc\clivc in prcvcnling 3 dotammod terrorist bent on dcsttoying an a k d .  But the objective of 
p r c v e b g  acces~ to the cockpit is to foreclose any hture usc of an aircraR as a human guided missile argcted 
against an important national as$ck If the standards are strong enough that &ran is smcturnlly 
compromised in the break-in effbrt, then that is a tragic cnd for the passengers and crew, but still an elffcctivc 
dc‘tcrrent for the defined risk- 



Thus f3r, FAA has failcd IO adopi morc rigorous pcrfonnilncc: criteria that can be met by products that ivc 
currently being demonstrated to potential airline customcn: 

Instead of the proposed 300-joule door, bolt, and binge impuct cneqy rcquirement, thc door 
assembly, including tbc structural framing, tidns and doorposts as wdl  i s  the door, must bc test,d a!! 
an i n w a t c d  flight deck entry system cp bk of withstarding a fomc of a minimum o f  SO0400 j ~mlts 

that 1200 joules ma bc the appropriate standard. Reinforcing the door struciuces 10 mccI rhc thrcai ma) 

supponing rhc ARAC tccommcndation. {he minimum standard was also adopted for thc srkc of a unif‘clrm 
design roduct even though many aircraft typcs appcv capable orreinforcement to withstand grcntcr impact 
forces. kathcr than opting for the lowest common denominator, consideration should bc given 10 mandalting 
higher achievable standards wbencvcr r’asiblc and, givcn the importance o f  fuel as an incendiary dcvici . 
adopring the most exacting sqandards for larger aircraft types. 

or more to effc.ctively dcter acccss to the F igbt dcck. There arc rcportcdly FAA internal studies indic iting 

mean that the retro ry it could not be accom lishcd on an ovcmighl slop, which was the economic considei ation 

’&crrasc a tcrrorist cam indacc a cockpit decompression event, d e e o m p r d n  vcotiag must bc 
achieved witbout the full door opening or pratls blowin away ir a manner tbat creates an openii rg 
and rufficicat time for an as?sdattt to gab akcess to the b *ght deck The engineering solution is 3 rr ctal 
barrier !hat pcrmits venting but continues to prevent entry and a requirement that ballisuc panels re-engz ge 
after deployment. Because metal suucturcs add weight, and fuel cost expenditures would corrcsponding ly 
incrcasc, tbc rcinforccd metal door design was evidently deemed undcsirablc from an operating cost 
perspective. 

Because bullistic materials arc pmnc to ddaminntioD and the structural integrily of tbc door cnti’y 
system can bc undcrmincd by multiple attacks OR the door, a simgfc rcprcscntativc tcst artick mmt be 
subjected to both ballistics amd impact tcsting in a sequential fashioa, with the minimum 500-joulr 
im act test following tbe ballistic test. A metal barrier wouM prevent cn , but a truly effective barriw 
ad& weight-- operating cost- so the ARAC ap roach is to dcny the ossibi 7 ity of  firearms in the cabin or to 
assume that terrorists arc unable tu comprebcn 4r the vulnerabilities o P thc ballistic materials. 

Manukturers of aeronautical products can readily produce rctrofit doors tha perform to these significg ntly 
higher standards. But thcsc producu will never come to market when the govcrnmcnr authorizes (and pays) 
airlines to begin immediate purchase of fuel cficicnt but incffectivc li t-weight doors whosc opcrating costs 
are less than morc robust door systems that actually counter real worl f tcrrorlst threats. 

The misrakcn promise behind the FAA draft I U ~  is that the airlincs arc thc ultimate customers, .so their 
preference for tho least costly approach should bc rcspcctcd in the interests o f  achieving “industry 
consensus," However, the customer is redly the American public bccause the Administration has pledgc d 
millions ofdollars in direct fcdcral aid to fund the new aircraft security measures. Givcn thc cnormity o lr the 
t h a t ,  thcre is CIO justification for permitting airlines to acquirc cockpit doors with glaring deficiencies a :  
taxpayer expense. 

Cockpit security regulations must provide the eaest degree o f  protection available IO prcwni terroristl: 
from ever again seizing control o f  an aircraft. f pccirl Fcdcral Aviation Re dation (SFAR) 92-2 crmits 
airlincs to install any dwices that would protect against entry, thus rcspon&np LO h e  most imlnedliate se :uriq 
threat. The actions now being ptoposcd tclalc topcrmment redesign o f  cockpit doors to incorporite 
requircmcnrs rhai satisfy olher regulatory objectlves, such as emtr ncy cgrcss for the flight crew and r lpid 

objective that aircraft be made secure against terrorist acts. Given the economic life of aircraft, thesc scc wily 
wcakncsscs will pose a threat to commercial aviation and the nation for thc ncxi 25-30 years. 

The ARAC dicbted FAA rule does not represent tha will of  the Amcrican pcoplc as vxpressed in the 
Aviation and Trans ortation Sccuril Act. Mcming$ul consultation and collaboration with sccurity experts 

expertise in terrorism threats would knowingly cndorsc a rule that is based on a non-existent or cficicnl 
t h a t  analysis. Hasty enactment oftha ARAC proposals without ublic comment or TSA hvolvcmtnt riiay 
serve to detcr production of supcrior technologies. Publication o P a tlnal rule that could be construed 2 ~ s  
attempt to preclude ovcfsi ht by thc ncwly cstablishcd Transportation Security Administration will not 
restore public confidcncc.fl\h should not be permitted to assert regulatory .urisdiction hat  has been 

Rulcmaking so that TSA will have an o porhrnrty to collect tcchaical dam and coordinate with other 
agencies wth thc rcquisitc cxpcrrise 10 d)tvelop cfkt ive security regulations. Publica\ion of the FAA ru IC 
will perpetuate the mistaken approaches o f  the pact, 

decompression. Thc desire to rcspond rapidly led LO ia process whic T cclmpromiscd thc far more critical 

haw evidently not l cen part ofthe ? - A A  process to date sincc it is dificult to believe that m y  a ency wlith 

fundamentally altered. At a minimum, the ARAC proposal should be publts x td as a Notice of Proposcd 
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Flight Deck Intrusion 
Design for Resistance, not Impenetrable Barrier 

Protection Follows NILECJ Standard 0306.r 
- High Door Security (Plus) 
- Based on Historical Break-Ins 
- Two Impacts Each'(300 Joules) 1 

Door Hinge 
Door Center 
Door Latch 

- 250 lb. Pull on Doorknob 
1 



Penetration Resistance 
Flight Deck Protection From any Passenger Compartment 

No Acceptable Baseline Approved in AC 

Protection Follows NIJ Standard 01 01.04 Level IIU 
- .44 Magnum & 9mm @ 1430 fps 
- Six Shots Each Bullet Type 

00 and 3Oa Impact Angles 
- No Penetrations Allowed 

Enhanced Designs (by analyses) Need not be Tested m --- 
* 


